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Summary. 
PGP's advantage over S/MIME is strong encryption world wide and public source code which has been scrutinised for several years.
S/MIME is further limited to email only, while the PGP suite includes several other applications like VPN, (Virtual Private Network) Volume encryption for harddisks, self decrypting archives, batch processing, etc.

Public review of source code - impossible to fool
PGP has from its early beginning, in 1991, always the sourcecode publicly available. This is often an underestimated key issue for PGP's success for becoming the de facto standard for strong encryption on Internet. Its thus impossible to distribute a faked version without someone noticing this, and blows the whistle in PGP's four discussion groups on Internet. 

With other encryption programs the customer instead has to trust the manufacturer. A very big customer, might be permitted to view their sourcecode under a Non Disclosure Agreement. But even if you spend your best programmers/mathematicians weeks to view a source code, its still nothing compared with the years that PGP has been scrutinised since 1991. And one of the  purposes with a non disclosure agreement is that no one else will know, if it turns out that they find something they do not like. At the best, the manufacture gains time to fix it in the next version. 

One counter argument I heard was; 

- "We are already are using so many Windows programs without source code, so nobody is knowing what's happening inside in any way. Therefore PGP's argument on public sourcecode fails." 

If we accept this argument, then there is no meaning to have independent authorities that test and certifies software as a quality mark. Two examples;

Digital signature laws.
Most digital signature laws (like Germany's) states that a digital signature is only valid if it was made with a software which has been carefully scrutinised by an trusted authority.

Nist Approval.
All PGP products use the components in PGP's Software Development Toolkit. In 26 of August, 1999 the toolkit received a FIPS 140-1 Level 2 Certification from NIST (National Institute of Standards and Technology) and CSE (Canada).  (Level 2 is the highest level obtainable for a software product.) Such a certification is required by US Government agencies and government contractors for all cryptographic products. This certification signifies that NIST has fully reviewed the security and implementation of PGP's cryptography. New functionality in coming versions of the toolkit will not require a recertification as long as the program code of the existing algorithm parts remain unchanged. 

The approval is at; http://csrc.nist.gov/cryptval/140-1/1401val.htm More details about Nist's "Cryptographic Module Validation Program" is at; http://csrc.nist.gov/cryptval/
Strong encryption world wide. 
PGP has always used strong encryption which allows secure communication world wide.

After 1 January 1999, The U.S. export rules requires that strong encryption programs from US must contain a cryptographic backdoor to a third party that all participants are assumed to trust. An exemption from these requirements are called "Clear Zone" and it means that the financial, health sector, and commercial corporation in about listed 40 countries can buy strong cryptography from US after an approval procedure.

But since usage is only allowed within the organisation itself, the benefit of S/MIME as a standard is lost. Encryption that will be used within a corporation only, don’t even need a standard. It's enough to use products from a stable manufacture.

Example; a law firm that wish to communicate securely with their customers' would require two encryption programs; One with strong encryption for internal communication, and a weaker encryptionprogram for communication with the customers in the outside world. 

Another example comes from the report; "Cryptography's Role in Securing the Information Society" from NRC, National Research Council, 1996. It was suggested that the difference in encryption strength could be used to have everybody to use encryption programs that were acceptable for the government.

"G.1 INTERNATIONAL DIMENSIONS OF CRYPTOGRAPHY POLICY
The feasibility of a cooperative regime on secure international communications is likely to require the consensus of a core group of nations. Such a consensus would then set standards that other nations would have to follow if they wanted to share the benefits of interacting with those core nations; nations that refuse to accept the arrangement would by implication be cut off from applications that demand cryptographic protection (although they would still be able to transact and communicate in the clear). For obvious reasons, this suggests that the core group of nations would have considerable aggregate economic power and influence. (Note that a division of the world into core and noncore nations might require the fractionation of a multinational company's information network into those inside and outside the core group.)"
Reference; http://www.replay.com/mirror/nrc/nrc0g.txt (58 kb)
There are manufacturers outside US that have created strong encryption modules to S/MIME, that equal the strength of PGP. However, those strengthen modules must still go through the administrative process to seek export approval. Remember that the whole idea with export restrictions is to prevent widespread use.

PGP has its own solution of how to become immune against changes in political restrictions, and to be world wide available to everybody. While most encryption vendors regards their source code  as the major corporate secret, PGP goes in the total opposite direction and publish their source code.

A Swiss firm, Cnlab Software AG, develops, reengineer and compile an international version of PGP based upon published books with source code that was legally exported from United States. The resulting program is then licensed to Network Associates International bv. which resides in Amsterdam. Netherland is also the location of the customers web site from where they can download updates. 

The software is packed on physical media, such as CD:s in Ireland and shipped to markets in United Kingdom, Germany, Australia, Scandinavia, and other countries that do not restrict import of strong encryption. The same books have also been scanned in by volunteers outside the US, and are compiled to a freeware version. This method to get around US export rules started in 1995, when Phil Zimmerman published the sourcecode in a 1000 pages thick book. Today (version 6.5.1) the total amount of code for all products and different operative systems is 56,000 pages in 43 volumes volumes. To ease the scanning, they are distributed in ringbinders. Minor program updates can easily fit into a single volume, so reengineering goes faster.

References regarding the International distribution of PGP.

"Network Associates Sidesteps Crypto Controls", Wired News, 20.March, 1998 http://www.wired.com/news/news/technology/story/11080.html
"Network Associates Announces Availability of 128 bit PGP encryption Software for Global Customers" Pressrelease, March 20, 1998. http:www.nai.com/about/press/1998/032098.asp
"Crypto firm circumvents rules". March 20, 1998, Cnet News. Com

http:www.news.com/News/Item/0,4,20286,00.html
"Encryption ban thwarted?", CNN Financial Network , March 20, 1998. 
http://www.cnnfn.com/digitaljam/9803/20/network/index.htm
The legal text at the software distribution site in Netherlands; http://www.pgpinternational.com/legal
"PGP - Source Code and Internals" by Philip Zimmerman, 1995. Publisher: MIT Press.  (Out of print, collectors item)

"Freeing PGP for Europe - the story on how PGP bypassed US export regulation and became freely avalible in Europe" by Ståle Schumacher Ytterborg. The presentation for the Nordunet 98 conference in Norway, is at http://www.pgpi.com/nordunet98 More details is in "The PGP Scanning Project" at http:www.pgpi.com/project The scanned in sourcecode can be downloaded from http://www.pgpi.com or from Network Associates International website; www.pgpinternational.com
The printed sourcecode are in multi-volume ring-bound books and can be ordered from Printers Inc. Bookstore, Mountain View, California, http://www.pibooks.com Ver. 6.5.1 is the latest published version.

"Tools for Publishing Source Code via OCR", ISBN 1-891064-02-9, 1997, by Colin Plumb, Mark Weawer and Phil Zimmerman, available from Printers Inc. Bookstore in Palo Alto, California. All published source code for PGP follows these guidelines.

To be fair, we should also mention that the US administration has announced that further relaxation in the export restrictions can be expected at the end of 1999. 

Standards for international usage

PKI structures
Adoption of standards is a highly effective way towards international use. PGP use LDAP, Light Weight Directory Access Protocol, and the industry-standard for certificates, X.509 V3, is supported by PGP. The capability exist whereby users can import an X509 certificate and verify the signature from a known signing authority. Example; X509 certificates used for client side authentication of web SSL or TLS connection can be imported into PGP and have the signature verified. Technically, PGP will use a "wrapper" around its certificate to make it comply with the X509 standard. 

Through partnership between NAI, Verisign and Entrust, there will be three different, and compatible, PKI providers that a customer can chose between. The productname for the PKI-structures; Verisign's product called “OnSite” and Network Associates own PKI, Net Tools PKI server, which is based on Xcert's digital certificate management technology called Sentry. Entrust's product for PKI structures is also supported. 

More reading about PGP support for X509 & certificate services

"Digital certificate rivals make up" June 22, 1998, Cnet News. Com
http://www.news.com/News/Item/0,4,23438.html
"Network Associates and Verisign Partner to Provide Interoperable digital 
certificate solutions to millions of users world wide" Pressrelease, June 22, 1998. http://www.nai.com/about/press/1998/062298.asp
"Network Associates Announces World's First Integrated Security Product 
Line To Universally Support VeriSign, Entrust, and PGP Certificates" Pressrelease, Sept. 28 1998. http://www.nai.com/about/news/press/1998/september/092898.asp
"Network Associates to ship comprehensive PKI from Xcert international 
with all security product suite", Press release, 17 Nov 1998. 
http://www.xcert.com/corp/Press_Releases/nov17-98.html or http://www.nai.com/about/news/press/1998/november/111798a.asp
""Network Associates Relationship", November 18, 1998
http://www.xcert.com/corp/tom_nai.html letters to customer

New features in PGP 6.0 - X.509 integration, PHASE I
http://www.pgpinternational.com/product/pgp60features.html
"Entrust Technologies Supports Network Associates' Active Security Product Line Through Out-Of-The-Box Integration With New PGP VPN Suite" Pressrelease, 5 April, 1999, http://www.entrust.com/news/1999/04_05_99.htm
"Verisign extends support for Network Associates active security product line through tight integration with new PGP VPN suite", April 5, 1999 http://www.verisign.com/press/partner/nai_vs.html
Standardisation 
PGP's message format was in 1998 adopted as a proposed standard, RFC 2440, "OpenPGP Message Format" by the official standards body of Internet; The Internet Engineering Task Force, IETF. S/MIME is also in their standardisation work, which thus means that we have two different standards that mainly do the same thing; signing and encrypting. The only hint of whether the two standards will ever be compatible is this phrase; 

“The S/MIME working group will attempt to co-ordinate its effort with the OpenPGP Working group in areas where the work of the two groups overlap, particularly in specifications of cryptographic algorithms and MIME structure.” 

(the quote is from S/MIME's working group http://www.ietf.org/html.charters/smime-charter.html)

More reading on standardisation;

The Open PGP standard can be found at; ftp://ftp.isi.edu/in-notes/rfc2440.txt
Press release, 17 Nov 1998.
"IETF Releases Network Associates PGP technology to Internet community as proposed Internet standard", http://www.nai.com/about/news/press/1998/november/111798b.asp
"OpenPGP Specification and Sample Code" edited by Jonathan D. Callas, 
ISBN 1-58368-014-4. Printers Inc. <http://www.pibooks.com>.

IETF's working groups with Draft, Specifications and RFC:s on;
PGP; Open Specification for Pretty Good Privacy (openpgp) Last Modified: 21-Apr-99 
http://www.ietf.org/html.charters/openpgp-charter.html
and 
S/MIME Mail Security (smime), Last Modified: 04-Jun-99
http://www.ietf.org/html.charters/smime-charter.html
and
 

IpSec.

PGP has also adopted IPSEC, an Internet standard for VPN, Virtual Private Network. To ensure that PGP´s VPN really can communicate with other products that also follows the same standard, PGP has joined Cisco's VPN Client Interoperability Program and completed thorough interoperability testing with Cisco IOS Software. PGP VPN client software will thus be certified to seamlessly interoperate with Cisco’s comprehensive family of VPN-optimised routers and firewalls. [VPN] Every vendor that wants their product to be tested against Cisco's products are members of an Cisco initiated association called "Security Association". It is an independent American company called Key Labs that performs the tests which certifies third party products. In august -99, 18 product from different vendors (including PGP) has been approved for interoperability. 

References on IPSEC-compliance for PGP's VPN.

"Network Associates extends leading PGP security to include IPSEC compliant VPN client compatible with any standards-based VPN server" April 5, 1999. http://www.nai.com/activesecurity/press_vpn.asp
"Cisco Systems to Collaborate with Network Associates to Deliver PGP VPNClient Software for Remote Access Solutions" 

Network Associates Named Charter Member of Cisco VPN Client Interoperability Program, NAI- press release, May 24, 1999 http://www.nai.com/about/news/press/1999/may/05-24-99_a.asp
[add title + date] http://www.cisco.com/warp/public/146/may99/40.html [add title + date]
http://www.nai.com/products/security/vpnclient.asp
References on Cisco's interoperability program for IPSec.
"Cisco Launches the Security Associate Program" Press release, August 9,  1999  http://www.cisco.com/warp/public/146/august99/8.html

A general description is at; http://www.cisco.com/warp/public/778/security/sap/ 
More detailed readings at; http://www.cisco.com/warp/public/778/security/sap/prodlit/
This more technical text below is extracted from PGP DH vs. RSA FAQ, by S.Simpson, www.scramdisk.clara.net/pgpfaq.html, version 1.3, Last-modified: Tuesday, 16th March 1999


7.20. How does the cryptographic security of the OpenPGP & S/MIME standards compare? 

The following table identifies the algorithms mandated (as "MUST" algorithms) in S/MIME (v3) [IETF98] and OpenPGP [RFC2440]:

PRIVATE

OpenPGP v1
S/MIME v3

Symmetric Algorithm
3DES (CFB)
3DES (CBC) & RC2/40

PK Algorithm (encryption)
ElGamal (4096)
Diffie-Hellman (1024)

Signature Algorithm
DSS
DSS

Hash Function
SHA-1
SHA-1

Table 7: S/MIME / OpenPGP comparison 

Of course, it is the implementation of the standard that dictates the security, not the "theoretical" standard. (Note that ElGamal & DH are equivalent - see Note 1). Readers who are confused by the significance of "MUST" in IETF documents are referred to [RFC2119].

Asymmetric key size is of great importance in PGP and S/MIME. Table 1 in section "How big should my asymmetric key be?" lists the recommended public key length to protect against attack by a single corporation (keys should be substantially bigger to protect against intelligence agencies!). So...The S/MIME standard specifies a maximum public key length of 1024-bits, which according to the table above doesn't offer sufficient long-term protection against a determined corporation! The OpenPGP standard, and the NAI implementation of the standard, allow public keys of up to 4096 bits, which should protect data for the foreseeable future.

ANSI X9F1 mandates 1024-bit minimum key-length for RSA and DH, but S/MIME only supports key sizes of up to 1024-bits.

Some would argue that future versions of the S/MIME standard could possibly mandate keys greater than 1024-bits. That means that a determined and well-funded adversary could read your current private communications within 5 years or so.

One of the S/MIME periphery documents [PKIX98] describes a feature of S/MIME called "Proof of Possession of Private Key (PoP)". This is a mechanism whereby end user's private keys may be deposited with the CA when certification is requested. This is a very worrying inclusion and makes the implementation of mandatory key escrow a trivial matter [Gut99].

The PGP draft standard contains no such references to key recovery technology but, interestingly, PGP v5.x + include a feature called Additional Decryption Key (ADK) - sometimes also referred to as Corporate Message Recovery. As previously mentioned, this feature does not form part of the OpenPGP standard. Users interested in reading about this feature are pointed towards [Bar99a].

It is believed that the inclusion of PoP was added to the S/MIME standard at the request of the USG. Personally I believe that there should be a clear statement on whether the S/MIME standard requires unconditionally or functionally trusted TTPs (as per [MOV96]) - not some fuzzy standard that is subject to political pressure.

For completeness, I note that PGP specifies the CFB chaining mode whilst S/MIME mandates CBC mode. Both of these modes are equivalent in terms of strength [Sch96a], [MOV96] assuming that a unique IV (or random data to attach to the front of the message) can be provided in CFB mode. PGP already implements a random number generator (RNG); so supplying this random value is not a concern.

Of course, one can apply simple statistical theory to the implementations of PGP and S/MIME. Independent programmers and cryptographers have subjected PGP source code to literally thousands of hours of analysis. No such analysis can be made of S/MIME implementations since the source code is not distributed.

Since we can't prove there are no weaknesses in either implementation, the probability of there being such weakness is a straightforward function of the expert man-hours spent searching for them. One doesn't have to assert there ARE such weaknesses to make this argument. Thus the risk in using PGP is less than the risk in using S/MIME implementations that are not available with source. It's straightforward applied statistical decision theory.

How many expert man-hours have been spent searching for bugs in PGP? See section "Does anybody really bother checking the PGP source code?". How many expert man-hours have been spent searching for bugs in S/MIME? Who can tell? One could possibly argue that the "core" S/MIME code has been checked extensively by those implementing the system (but note that different implementations of S/MIME use different cryptographic libraries), but remember that, in the context of security, code on the periphery (e.g. not just the cryptographic core) can have a direct impact on security. So we revert back to the "lack of peer review" issue, as presented in [GW96].

A version of S/MIME could be released (or could already be deployed?) that implements "Kleptography" - e.g. implementing key-generation routines in DH or RSA that produce keys which appear normal, but which allow a third party (who has knowledge of an "unlocking key") to retrieve the private key. This is an interesting development on the concept of subliminal channels, first documented by Gus Simmons. For further information, the reader is directed towards the paper [YY96]. No such covert channel exists in PGP v5.0i - a quick review of the source code would reveal the offending code.

Importantly, non US S/MIME users are provided with the RC2/40 symmetric cipher which has a key length of 40-bits and asymmetric ciphers <=512-bits which is clearly insecure. From [IETF98]: "40-bit encryption is considered weak by most cryptographers. Using weak cryptography in S/MIME offers little actual security over sending plaintext." Bruce Schneier offers a screen saver which brute forces 40-bit keys using the idle time on a standard PC.

It's worse than that actually...Many implementations of stronger ciphers do not inter-operate above 40-bit RC2 [Sch97b], [WIR97a]. This is bad news for end users.

PGP uses symmetric keys of 128-bits and asymmetric keys of up to 4096-bits irrespective of the locale. Thus users of PGP can communicate securely globally whereas S/MIME users currently can't.

From a security perspective, PGP can rightfully be considered more
secure than S/MIME for the following reasons:

· S/MIME is limited to 1024-bit public keys; PGP can
accommodate keys of up to 4096-bits.

· The S/MIME certification standard contains facilities that can be
used easily for mandatory escrow. No such feature is present
in the PGP standard.

· PGP implementations are open to and are subjected to extensive
peer review. Users of S/MIME have to trust the implementation. …

· Non-US users of S/MIME can only use 40-bit symmetric keys
which, according to the S/MIME documentation [IETF98]: 
"offers little actual security over sending plaintext."


Once again, to quote Schneier [Sch98i]: "The S/MIME 2 e-mail standard took a relatively strong design and implemented it with a weak cryptographic algorithm"..."Functionality does not equal quality, and no amount of beta testing will reveal every security flaw".

An article written by a well known cryptographer [GW96] has claimed about Netscape Navigator (a well known program that purports to implement the S/MIME standard) "Until they learn their lesson and open their security programming to public evaluation, many security experts will remain justifiably sceptical of the company's security claims".

--- 

2.5. How big should my asymmetric key be? 

NOTE: According to current mathematical & cryptographic knowledge, this section applies approximately equally to DH & RSA keys. (If anything, DH keys are more secure, but the difference currently appears marginal).

When choosing an asymmetric key size, we are constrained by two principles:

i. Security. One of key factors of the strength of systems like PGP is the size of the public / private key pairs.


ii. Speed. The longer a key, the slower the public key operations.


For the majority of users, the main factor in the selection of PK size will be security. Speed is very rarely a determining factor, due to the following reasons:

i. The public key algorithm is not actually used for bulk encryption, instead it is just used to encrypt the session key to each recipient.


ii. Computers are so fast these days that the difference in signing or encrypting with a 4096-bit key has only a negligible performance hit compared with a 512-bit key.


The following table, from [Sch96a] lists the recommended public key length to protect against attack by a single corporation (keys should be substantially bigger to protect against intelligence agencies!):

PRIVATE
Year
Recommended Key Length

1995
1280 

2000
1280 

2005
1536 

2010
1536 

2015
2048 

Table 1: Recommended asymmetric key lengths 

Schneier has since commented on these figures [Sch98e]: "In PGP, for example, breaking the symmetric algorithm yields one message. Breaking the public-key algorithm yields all messages."

You really need to consider how important your messages are, the "lifetime" of the messages (e.g. how long will the data need to be protected for) and your likely adversary.

Key lengths of 10,000 bits or more can sometimes be necessary, for example for protecting key-signing keys owned by a CA, or for storing data that will remain sensitive for a very long period [Odl95].

We know that 512-bit keys have been insecure for some time now [Sch96a], [Odl95], [Rob95]; a well-funded adversary could certainly break these size keys (even if it does take a month or two). In reality, an adversary wouldn't even need to be well funded - they would just need access to a large network of computers. The adversary could thus be a computer manufacturer, a large corporation (using idle time on computers) or a co-ordinated effort. If doubt exists about the ability to factor a 512-bit key one only has to see that a 465-bit key was broken with just 2000 MIPS-years of effort [Paa99].

Modern version of PGP allow only the creation of keys >= 768-bits, so the naive user is afforded some protection from creating an excessively weak key. The question still remains however, what is a "reasonable" size key?

Personally, I would suggest creating asymmetric encryption keys no smaller than 2048-bits. Why so large? Well, assuming "reasonable" advances in number theory and computing power, along with the growth of distributed computing via the Internet, a 1024-key will only offer guaranteed security (assuming the RSAP / DLP is indeed intractable) for a period of around 5-years [Odl95]. No demonstration of breaking a 768-bit key has been performed, but one must assume that it is now possible [Sil97], [Ley99].

Any major advance in factoring algorithms, computer speed, computational power available in a distributed effort etc would adversely affect the security both DH / RSA. Remember that the fastest algorithms for factoring and computing discrete logs are now sub-exponential - so any increase in computing power affects to a large degree the security afforded by public keys.

We would do well to remember one of the basic maxims of information security: "Cryptography is about making the cost of retrieving a message much higher than the value of the message itself."

For further details of recommended key sizes, refer to [Sch96a], [Sch96b]. For a great paper discussing the future prospects for integer factorisation see [Odl95].

--- end ---

End of the extracted part from PGP DH vs. RSA FAQ, by S.Simpson, www.scramdisk.clara.net/pgpfaq.html, version 1.3, Last-modified: Tuesday, 16th March 1999


More reading on recommended key length.

"RSA Laboratories Key-Size Directive Reaffirmed at Technical Conference" 
"A recommendation by RSA Laboratories, RSA Data Security, Inc.'s research arm, to use 768-bit and 1024-bit keys as the minimum for achieving reliable security was reaffirmed today when the design for a potential hardware-based threat to RSA keys was revealed in a research paper presented today at a technical conference in Europe. … Current industry standards for the RSA algorithm, such as the ANSI X9.31 banking standard for RSA signatures, require a minimum of 1024 bits for an additional level of security.
Reference; RSA Lab, Press release, May 4, 1999, http://www.rsa.com/pressbox/html/990504.html 

 

Usage
Key length in bits

User keys, short-term security
768

Organizational keys, medium-term security
1024

Root keys, long-term security
2048

Table. "RSA Laboratories Minimum Key Size Recommendations", 1995.
Reference; "The Future of Integer Factorization"  RSA:s Cryptobyte, Volume 1, No. 2 - Summer 1995 (crypto1n2.pdf, 390k) at; http://www.rsa.com/rsalabs/pubs/cryptobytes/html/article_index.html
Remains; add more references if the text becomes interesting for a broader audience. 

Comments are welcome. Laszlo Baranyi, laszlo_baranyi@nai.com

