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Abstract

A step by step guide based upon practical experience of implementing PGP's security policy within corporations. With extensive screenshots and comments, it suggests guidelines for "best practices". It also explains the motives behind certain choices that an administrator encounters during the creation of a customised PGP client

The text is a part in the knowledge exchange within NAI's PGP International Technical Group, but can also be used by administrators with prior knowledge of PGP, or in courses for implementing PGP's PKI solution. The document is constantly improved whenever new input, discoveries are found, or a new program version is released. The document should be regarded as technical hints between technicians. 

Since this text was written in Sweden, there are no geographical restrictions that limits its distribution. 
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1
INTRODUCTION

PGP is like a cryptographic Swiss army knife where the manual describes all the tools and choices you have, but do not explain the benefits/drawbacks of doing a certain choice. These missing pieces are the motives for writing this text. The settings here is chosen to make it work smoothly, without reducing the security level. Or at least you will better understand what security trade off's that different choices results in 

Please send comments to Laszlo Baranyi, laszlo_baranyi@nai.com
2 
INSTALLATION ORDER FOR A ROLL OUT

This installation sequence is useful for a fast roll out of PGP in an organisation. The administrator is here assumed to also be the certification authority. The certification server is assumed to already be up and running. 

Administrative rights required for roll out 
PGP requires that you log in as administrator even when the client version shall be installed (or uninstalled). This is due to PGP's replacement driver for memory page locking, for Windows NT and ’95 which prevents sensitive information, pass phrases for example, for being swapped from the RAM memory to the PC's system pagefile. (also called the swap file) on the hard disk. This driver is installed as a service, and starts automatically when the PC is started. To allow the end user to install software, some organisations, has given the end user administrative rights on the local PC, while he is restricted to a ordinary user when he logs on to the network. Organisations that have not given the end user administrative rights to the local PC, must use either SMS, or let their system administrator walk around and make the installations.

SMS can not be replaced by the Management Console which is NAI's administrative program used to distribute our anti virus software. It is not general enough to also distribute/update other software, like PGP. 

Bug; PGP 6.5.2a use incorrect settings if end-user is not administrator. 

This bug requires that the enduser always logs in as administrator. A manual work around exists.
If the end-user doesn't have administrative rights to his PC, the administrator must instead log in and install PGP's client version. PGP incorrectly assumes that the administrator also is the end-user, and will place a correct configuration file at wrong place.

The configuration file is; PGPclient.dat. It contains the PGP options from the machine where the PGP installer was created. It is placed in the administrators own profile, in the folder; 
Application Data\PGP\. When the real end user logs in, PGP notes that there exists no PGPclient.dat in the users profile, and creates such a file (filesize=2204 byte) with default settings which of course are different than what the administrator wanted. 

This problem was introduced with version 6.5.2. Perhaps also in 6.5.1. Earlier versions had the configuration file placed in a path, which could be accessed by anyone who logged in. 

(PGP 6.0.2) C:\Program Files\Network Associates\PGP60\PGP_Client.prf
(PGP 6.5) C:\Program Files\Network Associates\PGP60\PGP_Client.prf

Two short term solutions - Suggestion

To allow the end user to use PGP without having administrative rights;

1) Move the correct file PGPclient.dat from the administrator's profile, to the end-users profile. 

NT will let PGP use the new configuration the next time the end-user logs in.

2) Use the older PGP version 6.5.1 instead of the current version 6.5.2a. The older version 6.5.1 has its file; PGPclient.prf in a subdirectory which is readable by all end users.

Long term solution - Suggestion
In next PGP-version, modify the installation procedure so the file PGPclient.dat automatically is placed in for example; %systemroot%Profiles\Default User\Application Data\PGP. This would allow any user that logs in to access the configuration file. 
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Repeat on next PC.

and start exchanging

encrypted messages

between the two endusers.
On the administration PC.

A) Uninstall previous version of PGP. Although PGP says that it will uninstall any previous version, it seems that old items in the program group is not removed automatically. Make sure that the program group does not have any old items left in Start-> Program->PGP. It just makes a bad impression. Suggest to the customer that he temporally change the administrator password, so you do not work with their real password. The idea is that you should know as little as possible about the customer’s security.

B) Install the Business Security version. Remain as an administrator, otherwise the installation will fail. 

C) Follow the guidelines below and create a customised client version of PGP. 

D) Place the customised PGPclient on a shared folder, or perhaps on the certificate servers web server, so the endusers has read access to installing the client version. 

E) If there is a keyserver, send all administrative keys to the certificate server. (if no certificate server exists, use email, or diskette to transfer the keys.)

On an end user PC.

F) Install the client version from the shared folder. 

G) Create a new keypair, and send it to the certificate server where it will be queued there in a pending area.

Back to the administrative PC.

I) Retrieve the end user key from the certificate server, and let the corporate signing key certify it. Upload the certified key to the certificate server.

Back to the end user PC.

J) Retrieve the certified key, from the certificate server. That's all.

Final check.

K) Go to another end user PC, and perform the steps again. (Create a keypair, and get it signed.) The two endusers keys are now valid, (indicated with a green circle) and are able to send encrypted messages to each other.

L) The installation is done, and the customer just does the same steps again, but with his own keys and  passphrase

3
SET THE PREFERENCES - CAN BE CHANGED BY USER

Install PGP Business Security version. Either on the certificate server, or if a course is held, install it on a separate PC, just for pedagogic reasons. This would demonstrate that keys on the certificate server can be administrated remotely from any PC. These screenshots are suggestions on how to set the preferences in the administration version. These setting will be inherited by all client versions. When the client version is installed in 

the users PC, the settings are stored in the file;
(PGP 6.0.2) C:\Program Files\Network Associates\PGP60\PGP_Client.prf
(PGP 6.5) C:\Program Files\Network Associates\PGP60\PGP_Client.prf

(PGP 6.5.2 PGPclient.dat. On NT, the preference files are now stored in the installers profile. 

On my PC, its at; C:\WINNT\Profiles\lbaranyi\Application Data\PGP

The settings in this first part are not mandatory. A user can change them to suit his own taste. 
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The most important settings are marked with an arrow.
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 Figure 1. Set "Always encrypt to default key" in order to read your own mail

After installation, PGP do not include the sender newly created key as one of the recipients of an encrypted message. This could come as a surprise when a new user has sent several encrypted emails, and later want to read what he had sent. The ability to read your own mail, must be explicitly be ticked in the option "Always encrypt to default key"

Faster key generation. While we are waiting for the mathematicians themselves to express a unified opinion regarding this method to use "Canned numbers" to generate a key, this box allows the informed user to make a decision. By default, the box is checked, so keys are generated faster. On the other hand since key generation is performed so seldom, the longer waiting time for generating a key could well be accepted. My suggestion is to turn it off unless you do not create testkeys, or consider the psychological reasons more important; such as, faster key generation means faster and less frustrating installation. 

Comment block. What you type here will only remain until you create a client version. This question will reappear later when you create a security policy for the client version, and what you type which will be dominating over any text you might fill in here.

Cache. If you know that no one else has access to you computer, you might perhaps work at home, then the time for keeping your encryption and signing passphrase in memory could be increased to hours. By default the passphrase for the signature key must always be typed in, which could a bit frustrating if you are often sending signed email.
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Figure 2. Changing filename on secret keyring avoids capture by the Caligula virus 

There is a Word macro virus, specialised on secretly making a copy of the private keyring, and upload it to an ftp-site. Changing the filename to something else than the default, fools this particular virus. The default fileextension; *.skr, must however remain, since PGP use it to recognise backup keyfiles.

For more reading, se; "The Caligula virus and its impact on PGP"
It grabs PGP’s private keyring, and sends it to an ftp site. If your passphrase is cracked, your identity can be used or revoked by the attacker, and all encrypted messages can be read. Presentation on EICAR''s conferens '99. European Institute for Computer Antivirus Research. Their website http://www.eicar.org/wg_infosec/index.html has the 19 PowerPoint slides and references. Latest change, March- 99.

Roaming users in NT
Users that wants the flexibility to access their private key from any PC, or where several users share the same PC is called roaming users. It is a nice example of how security is a trade off for flexibility.
- Configure NT such that ‚user profiles‘ (the place to hold the keys) come from a server.
- Configure user profile such that PGP home directory is mounted at logon (e.g. letter ‚X:‘)
- Place default key ring for each user on X:
- Pre-set PGP client configuration such that files are fetched from X:

A security note; The secret Keyring is stored encrypted and protected by the users pass phrase. The decryption is performed on the users local PC. Thus, the private key is not transmitted in clear between the users PC and the server where the user profile is. However, if the traffic can be monitored, by for example with NAI's network sniffer, then the private keys can be discreetly collected and later be attacked by a program that tries to crack the pass phrase for the private key. To my knowledge, there is no such program today, (December 1999) but it can easily be made. To see how such an attack can be performed, the interested reader can look at a program called L0phtcrack, that cracks password on NT. It can be downloaded from http://www.l0pht.com/l0phtcrack/. On my laptop, it can perform 300 000 attempts every second. Actually, I sometime use this program in courses to demonstrate the need of choosing a good pass phrase. 
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Figure 3. Sign all outgoing messages, and automatically decrypt/verify incoming mail

"Use PGP/MIME when sending a message" It is only the email program Eudora that currently supports PGP/MIME. Thus use this option, only if you know that the recipient are using Eudora. In reality we often do not know what email program the recipient is using, so therefore skip this tickbox.

"Sign new messages by default" is a convenient way of being used to routinely sign messages. The option "Encrypt messages by default" is only useful, if most of your recipients also use PGP. For example within a closed group.

"Automatically decrypt/verify when opening messages" is very convenient. It eliminates a mouse click for each encrypted or signed email which is received.

"Always use Secure Viewer when opening messages" can be turned off for normal security level. Protection against the risk of a tempest attacks is on the cost of easy to read. The secure Viewer shows the text as dark grey on a light grey background. Some people might have easier to read the text in the traditional way with black text on a white background. Can the function "Print Screen" print out text, which is shown in the secure viewer. ? [doublecheck]
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Figure 4. Defining the search order, and policy for when a certificate should be checked against keyservers

Improving search speed by setting proper search order.
PGP can be tuned to use a specific search order to improve the search speed for keys. The exact search order is however not documented, so this chapter needs to be verified by sniffing the traffic during different set-up's or reading the source code.

I pulled out the network cable, and waited for a time out error, to be able to see what certificate server PGP is trying to reach. (Otherwise it goes to fast to read )

Here is my findings. 
Strange 1.
A keyserver indicated by bold, is "Root" or also called default keyserver. The manual says that it is the server which will be use as a last resort that is used if no server can be found for the domain of the key. However, practical tests show that it does not matter if a server is marked as a root server or not. A server marked as root server is not treated differently than those which are not marked as root servers.

PGP will instead only search the first certificate server in the list which is defined as "any domain" and simply ignore the following certificate servers, regardless if they are marked as root servers or not. Thus for each key, there will be only one certificate server of the type "any domain" used for the update. If that certificate server has no matching key, then PGP will not try to search for the key on other listed keyservers.

Strange 2.
A certificate server that is specified to a specific domain name, will be searched after those certificate servers that are specified to search on "any domain". This is regardless of the order of how the certificate servers are listed and if any of the certificate servers (yes, even if the certificate server which is restricted to a domains) are marked as root server. This is not a smart search order, because it means that a corporate certificate server that is specified within the company's domain will actually be searched last. 

- When a key contains two user ID:s, with two different domains in the email addresses, it is only the email address for the primary user ID that will be used for searching the corresponding domain certificate server.

Example. 
Primary user ID: test@company.com
Secondary user ID: test@nai.com
This key will be searched on the certificate server which matches "company.com". If a certificate server for "company.com" do not exists, then the key will instead be searched on "any domain". The certificate server for nai.com will not be searched for updates.

- Note that PGP requires an email address, to know which certificate server to use for updating the key. Typically a corporation wants the keys email address to be updated against their certificate server which has the same domain name. But if the keys email address does not contain the '@' sign, PGP do not recognise its correspondent certificate server, and will instead try to update the key against a "any domain" certificate server.

[image: image8.png]PGP Auto Update Warning

‘ No keys were updated because none o the keys.
on ouskeying could be found on the servrs)

T





The search order:
1) Update all keys that have no corresponding domain certificate server. (That's the first listed as "any domain" certificate server.)
2) Find the domain name in the keys email address.
IF a keyserver has same domain, then check for match. If key is not found, continue with the next key.
 

Hint; Remove certificate servers that are known to not be used. For example, closed groups have no use of Internet's public certificate servers. 

Selecting public keyservers.
The two certificate servers which are suggested by default have some undocumented characteristics. The ldap://certserver.pgp.com, is the only one which allows a keyowner to delete his own key. This is good to know for training classes, or demonstration purposes. However, make sure that all testkeys are deleted after their use. Otherwise the keyserver will be polluted with useless testkeys. The drawback with this server is that it does not contain all existing public keys. If you cant find a specific key, try the other keyserver; http://pgpkeys.mit.edu. The basic idea, that all public keyservers on Internet (there exists about 10 - 15 public keyservers)  should replicate every new key to the others thus don’t work here. The drawback with the keyserver at http://pgpkeys.mit.edu,  is that some of the search criteria's in PGP Keys Search Window, which are used to search for a specific key, are not understood and results in this error message:
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Figure 5. Some keyservers don’t understand advanced search criteria's.

Closed groups might want to distribute certificates without any certificate server at all. PGP does however require that at least one certificate server is in the list. This opens for human mistakes where a certificate which was not supposed to leave the group might by accident be uploaded to a public keyserver. To avoid this, replace the domain name for a valid certificate server, with a domain name, like 'localhost'. (The term localhost is a reserved word which means the local computer itself.) Thus an accidental upload of a certificate will only result in an error message which says that the hostname could not be found.

Figure 6 and 7.  (screenshots removed.)
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Figure 8. Corporate keyservers improves the search speed for their own keys. 

This option restricts PGP to send and search for keys whose email address matches the domain used by the company own keyserver. For example, if you specify a company domain 'qainfo.se' only those keys whose email address end in 'qainfo.se' will be sent or updated to this keyserver. If your company often communicates with another company's that also has a keyserver, list them here

The public keyservers on Internet, are in contrast checked for the option 'Any Domain' so PGP will not try to match a specific email address to a certain keyserver.

"List in Search Window" It means that you can add several other keyservers, but they will not be shown to the user in PGP's Key Search Window. The purpose is possibly to reduce the list of keyservers that the user can choose upon, and thus reduce questions to tech support on "which one to use". This could be marked for all keyservers that are specified to search for a match on the domain name. In those cases the choice of which keyserver that should be used, is made automatically, and thus the user do not have to even see it in his list. An unlisted keyserver is not disabled for updating keys.

"Encrypting to unknown keys" and "Verification" is a very convenient way for collecting others public key. If a colleague send you an encrypted or signed message for the first time, his key will automatically be retrieved from the corporations keyserver. In this way you will collect keys to persons you are actually communicating with, instead of downloading keys for every employee within the corporation. The smaller your local keyring is, the faster will updates against the certificate server be performed. It is also easier to select a proper key from a smaller list of recipients. It is like using your private phonebook, instead of using the whole internal phonebook for your corporation.

Improving search speed by using HTTP instead of LDAP?
PGP can use LDAP or HTTP to update keys. Customers usually chose LDAP, perhaps because that's the default in PGP's certificate servers, and thus easiest to install. However, I suspect that using HTTP could half the time required to update my local keys. A HTTP request requires only these two connections;
1) The client asks the server for a certain keyID.
2) The Server returns the requested key.

LDAP as a more complicated protocol includes more administrative overhead. By logic, this slows down the update. It would be interesting to make a set-up, and make a benchmark comparison between the two protocols.
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Figure 9. The web of trust is not useful within in a corporation.

The choice of "Preferred Algorithms" and "Allowed Algorithms" is a matter of taste, so you can use the default. The possibility to select different algorithms is however of importance if there ever is a breakthrough in the mathematics, and we one day would read in the newspapers that one of these algorithms has been broken. Then that algorithm should be unchecked, and new certificates must be created and distributed. (The choice of algorithm is stored in the certificate.) All previous certificates must be revoked so they are not used in the future.

"Treat Marginally valid keys as invalid". Within an organisation, marginally valid keys do not exist. This option, and "Display marginally validity level", are instead used within the web of trust concept. The reason for unchecking these options, are only to reduce questions to the technical support about what marginally valid key's means. (Basically, the users are confused about how a key can be valid and untrusted at the same time) 

"Warn when encrypting to keys with ADK" is unchecked. Since most keys within an organisation probably will use ADK. It would just be irritating to be warned so often, and having to confirm each warning with a keystroke. 

The export format "Complete" means that photograph on users certificate, and the certificate format X509, will also be included when the certificate is sent to a certificate server, or exported to a file. The complete format is however not compatible with some older keyservers which simply strip away all information which is unknown for them. Instead of limiting future functions, by having to consider backward compatibility, we can mark the "complete" box, and use all new functionality that we can. 
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Figure 10. Encrypt messages to entire groups by one keyclick.

For convenience, and ease of administration, it could be a good idea to centrally create group's in advance which share a common interest. For example salespeople, technicians, development teams, etc. The composition of the group members can be modified by the system administrator at any time, and the current group list can be retrieved by the users from the certificate server. 

4
Turn off 'web of trust' - avoid confusion
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Figure 11. Turn off the 'Trust' column to avoid confusion.

PGP can handle two different trust models; the hierarchical model used within organisations, and the 'Web of trust' model. Advanced users might want to combine both models, so PGP provides a way to display both of them. 

However, most users will not use the web of trust, and to show them this setting would just end up in a confusing interpretation. In short, the trust column displays my personal believes in how trustworthy I believe him to be in signing others keys. For the interested reader, there is more about the Web of trust versa a corporate hierarchy is in the Appendix. But be prepared to spend a one or a few evenings if you want to fully understand the concept.

Skip info that the user has no use of.

PGP can show more details about keys than most user will not understand or even care about it. Therefore, lets go through what details that can be skipped. Note that users can easily turn on those fields again. 

Another benefit of removing unnecessary details, is to avoid that new users might believe that PGP is too complicated for them to use. 
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Figure 12. Limit the information to what's relevant for your users. PGP can easily show too much.

I can not see any situation where the size and creation date of a key would be beneficial for the enduser. The only situation where it could be useful is if a user has several keys, to which he has forgotten the password, so they can not be revoked. Then this information could help in making at least a guess of which of several keys to use. For example, the oldest key is probably more outdated than the newer one. 

Size. The only time we need to know the key length, is if I have several keys to the same person, and want to use the key length to guess what key to use. A short key is probably a testkey, and a longer key is probably used for serious communication. 

Creation Date.  As a user, I have no benefit in knowing when a key was created. If a user however has several keys, some might be remaining on the keyserver, because he has forgotten his passphrase. Then I would try the key that was created last.

Expiration Date. Expiration date could be useful to keep in one situation only. When a key has expired, it will no longer be shown as a selectable key, in the list of recipients from which the user can chose from. This might fool the user that a specific key has simply vanished, so he calls the tech support. But normally, I have no use of knowing in advance of when a key expires. 

Key ID. Endusers would prefer to type an email address instead for Key ID, when searching for keys.
Trust. Skip this to avoid conflicting interpretation of two trust models.
ADK. It could be useful to turn it on, so the user is clearly aware of that information can be recovered.  

Description. This adds a plaintext information that keys are Diffie-Hellman, Signatures, and so on. Limited usage. 

Validity. Turn this on. 

For debugging purposes, the administrator must however make PGP to show all details about keys, in order to quickly being able to trace the reason for any problems a user can have.

5
Create administrative keys.
The pass phrases and keypairs we here create must later be replaced by the customer. Nobody, except the customer alone, should know about the final pass phrases and private keys. Otherwise you, as a consultant, will become a security breach. To ensure that testkeys never are used by accident in a real roll out, insert the word "test" in the name field of the keys. 
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Figure 13. Placing administrative keys at the end of the alphabetic list

Corporations usually want to use the ADK, Additional Decryption Key. The prime reason is to guard against the situation where the enduser forgets his passphrase. And this automatically leads to the need for the corporation to also be able to revoke the key. Thus create five administration keys. I suggest this naming syntax:

Purpose


Link to the policy


Z0 Test Signature key <policy@company.com> 

(certifies all users)
Z0 Test Revocation key <policy@company.com>

(revokes user that has forgotten his passphrase)
Z0 Test Out Mail Recovery <policy@company.com> 
(recover email if user forgets his passphrase) 
Z0 Test In Mail Recovery <policy@company.com> 

(recover email if user forgets his passphrase)
Z0 Test PGPdisk Recovery <policy@company.com> 
(recover stored data if user forgets his passphrase)

The 'Z' character. The sole purpose of adding a 'Z' in the beginning of a key is to fool PGP's alphabetical sort order to move the administrative keys together at the bottom of the keylist,  Users normally list all their keys in alphabetical order. Without the 'Z', the five administrative keys would always be shown in the beginning of the keylist, due to the digit in the sequence number. But after a while this becomes quite irritating to always se the same keys all over again. Usres might even ask their tech support to remove these "useless keys" just to clean up the screen. 

Sequence numbers. It is a good practice to assign a sequence number for each key. When they are replaced at a later stage, it is easy to differentiate between old and new administrative keys. The next creation of keys will thus be assigned the number 1, 2, 3, etc. 

Replace email address with a webadress. All PGP keys usually have an email address to the owner. For these administrative keys we could instead use a logical email address, which simply automatically replies with information and links to further info. That web page could contain information about how to get in contact with the holder of the administration key, the corporations security policy, a link to where the latest PGP client version can be downloaded, etc. Since the certificate server already contains a web server, it can be placed there. A webpage will also reduce the administrative work for the holder of the keys, since the user can directly find answers to his questions, instead of writing an email requesting for information, and the key holder must spend a lot of time to respond to Frequently Asked Questions. The reason for not adding the web-link itself into the certificate is that it does not contain the '@' sign, so PGP do not recognise its correspondent certificate server, and will instead try to update the key against a "any domain" certificate server. 

Using the same recovery key for in & outgoing mail. 
PGP's recovery keys for incoming mail can also read outgoing mail - Implementation flaw?

Details.
PGP uses different recovery keys for incoming and outgoing email. The purpose is probably to share the power, so it requires two persons to decrypt all messages for a user. This nice decentralisation is however not working in practice. 

When a sender sends an mail it will also will be encrypted to the recovery key for outgoing mail. However, in practice, the sender's PGP is usually configured to also automatically encrypt all email to the sender himself, so he later can read what email he have sent. This is where PGP gets confused. PGP believes that the sender is just yet another recipient, and encrypts the email to the recovery key for incoming mail too. We have the same situation when a user encrypts a file on his local PC, to himself. That file will be encrypted to both recovery keys.

Thus, every email that leaves the company can be read by both the holder of the incoming key, and the outgoing key. This means that there is a limited use of in separating these two keys into the hands of two different persons. 

PGP's scheme for recovering incoming mail works however as expected. Only the holder of incoming mail can read incoming mail. 

If possible, one solution would be to change the implementation so PGP does not encrypt outgoing email to the company's own incoming recovery key. The problem is how PGP can be made to distinguish between an incoming recovery key that belongs to the senders own company, and the recipients company. 

Who need what keys?
It is actually "only" three public keys that must be distributed to users outside the corporation in order for them to send an encrypted mail to an employee. It is;
1) The employees own public key.
2) The corporations signing key (that proofs that he really is employed)
3) The corporations incoming ADK (to allow recovery of incoming mail)
PGP has today no "single click" method that allows a user outside the organisation to retrieve these three keys. 

Note that the company's public revocation key actually do not have to be distributed at all. Its only needed by the security officers when a user has forgotten the pass phrase. 

In the client version that is installed in each employees PC, these keys must be present. 
1) The outgoing Recovery key (to allow recovery of outgoing mail)
2) The recovery key for PGPdisk. (to allow recovery of stored data on harddisk)
3) The recovery key for incoming ADK (to allow recovery of incoming mail, or when the user encrypts to himself. The reason is that when a user encrypts something to himself, he is regarded as both the sender and recipient of the mail, and thus the ADK's for both incoming and outgoing ADK is needed) 

The benefit of not distributing more keys than necessary is to reduce complexity and avoid confusion for the end users.
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Figure 14. The Signing key certifies other administrative keys.

Make the signature key as the default key, and sign the other five administrative keys so there is a certificate chain that proves that all administration keys belong to the corporations signature key, and thus are considered as valid. 

Four signature types. 
In a hierarchical structure, it is only the administrator who signs others keys. Users who participate in a web of Trust, can however also freely sign others keys. 

Non-Exportable signature. You can sign a key, but your signature never leaves your keyring even if you would upload it to a certificate server. This is useful if you want to sign a key temporary for your own purposes, until you perhaps are waiting for further information about the key owners identity. It is also convenient to use while you are experimenting with testkeys. At a later time you might want the rest of the world, or all employees,  to know that you have verified the key and its owner. Then you sign the key again as Exportable and upload it to a certificate server. In a pilot installation, we must sign testkeys as exportable, otherwise they can not be uploaded to a certificate server. 


Meta-Introducer-Non Exportable. A Meta introducer has no need for exportable signatures. Since the Meta-Introducer is the top key in a hierarchy, an exportable signature from all users would only make that public key enormous big. Further, the other employees have no benefit in knowing which other employees that has signed the Meta-Introducer. The act of signing a Meta -Introducer is usually automatically performed when an employee creates his own keypair. This is defined in the security policy below. The only situation where you would manually sign a Met-Introducer, is in the web of trust model.


Trusted Introducer Exportable. A trusted Introducer is usually only certified by the Meta-Introducer in order to create yet another level in a hierarchical structure. Note that the power for the Trusted Introducer to certify other keys, can be restricted to a specific domain name. Thus, a trusted Introducer for a corporation in Sweden, (*.se) can be restricted to only be able to certify keys that also has the corresponding corporations domain name in their email address. For example *.company.se

The corporate signature key. In a small group, it certifies all employees by acting as a trusted introducer. For larger groups, another method is to instead let this key become a Meta-Introducer and certify trusted introducers, which in their turn certify their employees. There is typically one assigned trusted introducer for each geographic location. In such cases, the Meta-Introducer do not sign individual keys. Instead its specialised in only signing trusted introducers, and thus become the top root in the hierarchy.

6
create A SECURITY POLICY - CAN  NOT BE CHANGED BY USER 

The settings below can not be changed by the user, without tampering or replacing the preference file which defines the behaviour of the PGPclient. When the client version is installed in the users PC, these settings are stored in the file;
C:\Program Files\Network Associates\PGPNT\PGP_Admin.prf
When the administration keys have been created, make decisions on the policy issues, below, and implement them by starting PGP's administration wizard which is at; 
C:\Program Files\Network Associates\PGPNT\PGPadmin.exe.

Since this section only consists of Yes/no answers, the screenshots are skipped. 

Policy decisions.

Enforce ADK. The ADK's, Additional Decryption Keys, can be enforced or voluntary. If ADK's are enforced, all messages will automatically also be encrypted to the ADK. If ADK is not enforced all messages will by default be encrypted to the ADK, but the user has the possibility to unselect the ADK when he sends an encrypted message. No corporation so far, has chosen to skip the use of ADK. The situation where an insider leaks information by using encrypted email, seems to be of a less concern than forgotten passwords. Perhaps because insiders is something corporations always have had to live with, if ever detected, while forgotten passwords is a part of the daily routine for a system administrator. 

I would recommend that incoming ADK are not enforced, because;
1) It increases the logistic problem of distributing it to every person, which might want to communicate with the company. A user that wants to send me an encrypted email, but doesn't have my company's incoming ADK will receive this message; 
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Figure X. PGP will not encrypt if incoming ADK is enforced and missing. 

Note however, that Outgoing ADK and the ADK for PGPdisk could be enforced, since the employee already have them in his PC (they are distributed with the PGP-program itself) Thus these two ADK's don’t even have to be distributed to the rest of the world.

"Enforce remote Additional Decryption Key strictness". With this setting we can decide if our employees shall have the possibility to unselect the ADK for incoming mail in the recipients organisation. If it is enforced, then this typical situation can occur; You have received tha public key for a recipient in another organisation. When you want to send him an encrypted mail, PGP complains and requires yet another public key; the ADK for the other organisation for incoming mail. So you must now fetch this ADK from a certificate server, or contact the recipient and ask him to send you this ADK. This is a one time procedure for the very first mail you send to a recipient in another organisation. Once you have their ADK, you can send encrypted email to everybody that uses that ADK: However, this could be a bit frustrating.

Another issue is if we trust the other organisations ability to safely enough safeguard their own ADK's. 

I suggest that this option is turned off. By default, PGP will then use  the recipients ADK, but if we do not have it available, or for some reason believe that their security is sloppy, or that their ADK has been compromised then we can unclick encryption to their ADK.

"Automatically sign corporate key" When a user generates a keypair, it can be set to automatically sign the top root key, and thus all employees certificates that share the same top key will automatically be considered as valid. This eliminates the need for the enduser to verify the identity of the other users (=the web of trust concept). It's already done at the higher stage in the hierarchy. I would suggest that this option is used. This setting does not affect the ability to sign others key's so those who want to use the web-of-trust concept can keep on doing so.

"Designate corporate key as a Metaintroducer" If this setting is used, the top root key is given the status of a Metaintroducer, which is a third level added at the top of a PKI hierarchy. This decentralises the power, and let other trusted persons (called trusted introducers, in PGP's lingua, and RA, Registration Authority, in other texts) within the organisation to perform the certification act for introducing new employees in the organisation. I would suggest that this option is used. It is especially useful if the employees are geographically spread out, and it becomes impractical to let new employees, be verified as real, and employed, by a single centralised person. Verification of identity is best done locally, by the trusted introducer.

"Warn if encrypting to keys not signed by the corporate key" This setting should be on if it is a closed group that knows that they seldom will send encrypted messages to persons outside their closed environment. Every person who is not authorised as part of the group is considered as an outsider, since he lacks the signature from the groups corporate key. The purpose with a warning when a message is encrypted to an outsider, is to make the sender think twice, and perhaps double-check that he really has chosen correct recipients. However most organisations will send messages to persons that are not part of the own organisation. And such warnings will then quickly become irritating, since it also force the sender to confirm that he really wants to send the encrypted message. So, if you are not within a closed group, I would suggest that this option is unchecked. 

"Allow RSA keygeneration" I suggest that this option is not enabled. It is only a few users that needs backward compatibility with the old RSA-keys, and RSA lack several new functions for example, ADK, that the newer key type (D-H) has. Another benefit of not using RSA is to eliminate questions to the technical staff, about what key type they should choose.

"New keys must be at least 1024 bit long" Increase this to 2048 bits, just to avoid question of what keylength that is best suited. Add to this, that Adi Shamir described in 1999 a powerful RSA-cracker, that nags the shorter key length. A successful brute force has also been made on a 512 bit long RSA-key in 1999. Further, 2048 bit is the recommended length by the Open PGP standard. 

The only situation where you might want to use shorter key length, is when a slow computer is assigned to perform massencryption  Such as encrypting a message to all recipients in PGP's grouplist. (=mailing list) If the sender and all recipients is also using ADK, then the computational effort is increased. Each message must be encrypted four times. It's encrypted to the intended recipient, his ADK, the sender himself so he later read what I have sent, and the forth encryption goes to the senders own ADK.

On the other scale, we have the longest key length of 4096 bits. This is well suited for especially the five administration keys. Even if this long key length might by some, be considered as overkill, we never knows what the future have in mind, and it never hurts to keep a good margin. Add to this, that theses keys will not be used so often, so it does not matter if it takes slight longer time to use.

"Default key selection" Here you can several add public keys that you want to automatically be included in everybody's local keyring. For an example, the public key that authenticates the corporate certificate server, so nobody else can introduce a false server, and fool you to retrieve bogus certificates.

PGP 6.5.2a "Automatically update all keys every x day" I suggest that this setting is not used at all. Especially if the PC is also used off line. It has some drawbacks.

1) With PGP version 6.0.2, the update is not done in the background, so when the computer is started up with PGP, you end up in a frustrating long waiting, unless you don’t have a fast Internet connection to the certificate server. My 82 keys took 22 minutes to update against a public keyserver on Internet. This is fixed in PGP 6.5.1, where it is possible to start other programs while PGP makes the update in the background. 

PGP 6.5.2a. If the PC is off-line, PGP still attempts to connect to the keyservers. One new connection attempt for each existing local key. Since the PC is off line, the attempt will fail after a timeout period (5 seconds)  and generate warning messages which pops up in the foreground. This means that you can not work with any other program during PGP’s failing attempts to reach a keyserver. See the screenshot below. The end user must instead press Cancel to stop the attempts to reach the certificate server. Otherwise the end user will end up in pressing  <ENTER> to remove all warning messages. (One warning message for each key) For example, my 82 keys, would require that I press <ENTER> 82 times if I don't press Cancel to stop the auto update. 
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Figure X. PGP's shows this warning for each local key that PGP can't update. Pressing Cancel, will stop PGP to continue to try with all local keys. 
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Figure X. This is shown only once, at the end of the Auto-update procedure,  if the PC is off line.
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Figure X. PGP believes that there is some problem with the network, if a PC is off line.

2) When the update is done, the user is presented a list of all keys that are on the keyserver(s), and that also exists on your local keyring. From this list you are assumed to decide if, and which keys that you want to import. In an hierarchical structure, we have already given away all trust to the infrastructure with introducers and keyservers. PGP should automatically just update my local keyring, instead of asking the user for permission.

My recommended procedure is that the users manually, say during the lunch, just press Control G, from PGPkeys.exe, to start an update of their local keyring.

"Automatically update all Trusted introducers every x day" Skip this if you are only using one top root key in your organisation. Otherwise PGP will automatically make a check with the keyserver at regular days, and correctly respond with the warning; "No trusted introducers where found". 

This option is however useful, is when an organisation is using several Trusted introducers, perhaps one in each country, certified by a Metaintroducer. If the organisation revokes or creates a trusted introducer, in a country, this change in the hierarchy will be distributed to all users world-wide when this option is set. It is a nice method to widely distribute changes in the hierarchical infrastructure. Since the amount of trusted introducers usually are small, it could be worth to se if they at least could be updated once a week, or something, without forcing the user to wait too long. 

PGP 6.0.2 "Allow conventional encryption" A user who want to encrypt a file to himself, can encrypt it to his own public key instead of using conventional encryption, so a user has no gain in using conventional encryption for this purpose. It is neither of any use, if say, a document is sent encrypted to somebody else, since the recipient needs PGP to be able to decrypt the document. And if the recipient already has PGP installed, he most certainly also has a public key, to which the document can be encrypted to instead of using conventional encryption. It should also be noted that if the policy is to enforce the use of ADK, then the ADK can not decrypt a conventionally encrypted message. Thus conventional encryption can be used to preencrypt a message, in order to circumvent a policy that enforce the use of ADK's. 

Further, it is yet another choice of encryption method which create confusion, and the user will ask the technical support about a choice that might not even be used in the organisation. I would suggest that this option is not used.

PGP 6.5 "Allow conventional encryption and Self Decrypting Archives"

One of the news in PGP 6.5.1 is SDA, Self Decrypting Archive. This is highly useful for user’s who are sending encrypted files to people who do not have PGP software installed. It is now possible to compress and encrypt a whole directory structure with files, into one self decrypting executable file which is given the extension *.sda.exe. It includes a decryption routine which adds the file size with 97.831 bytes. However the compression usually makes the self decrypting archive smaller than the original plaintext. To decrypt the file, the recipients only double-click it and enter the appropriate passphrase that he could have received by phone. 

The beauty with this functionality, is that an organisation can immediately increase the security level whitin a small group that recognises each others voices. As the need arise, they can in their own pace expand the group by building an infrastructure, generate and exchange certificates.

This is such a benefit, that I would suggest that this option is enabled. Even when the organisations own infrastructure is in place, there are still recipients outside the organisation that does not yet have PGP, and thus the need for confidentiality remains. The self decrypting archive makes the conventional encryption option obsolete, but I guess it must be kept for backward compatibility. 

Note; Self decrypting archives is easier to break then a file which has been encrypted with the recipients public key. The self decrypting archive uses conventional encryption and is thus only protected by a passphrase.  This makes the job easier for an interceptor, since he only has to try all possible combinations, and hope you have selected a bad pass phrase. A file which instead has been encrypted with the recipients public key has a higher security level, since the interceptor would also need to get his hands on the recipients private key, which is stored on the hard disk on his PC. 

The advice is therefore to use even better pass phrases for self decrypting archives to compensate for the reduced security level. When the communication begins to be more regular, the participants should consider to use public key encrypted files instead of self decrypting archives.

If conventional encryption is disabled, In version 6.5.1, you can still encrypt a single file, but instead of being requested to enter a passphrase you are instead presented a list of recipients public keys. If ADK, is enforced, then that key will also be added to the list of recipients.

PGP 6.5.1. Encrypted volumes with PGPdisk works exactly the same even if conventional encryption is disabled. Thus it is still possible for a user to easily encrypt data which can not be read by the company. 

The "Message Header Comment" Whatever we type in here (max 60 characters)  will appear in each encrypted and signed message, so this is a good method to distribute the address to your certificate server. Or perhaps squeeze in a legal disclaimer. The text in here overrules the "Comment Block" that we earlier could fill in.
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Figure 16. Cut & paste this text, since it's the only way to document the security settings

Select the text, and mark it for copying to an editor, and save it to a file. This is the only possibility you have to document your security policy.

"Copy client preferences to the client installer" Enable this option. We have earlier configured a template which enables the client version to directly use the corporate standard setting, and thus reduce the need for technical support. 
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Figure 17. Unclick options that are not used to eliminate questions during installation

The only two components that typically is uncheck here, is the plugin's for those email programs that is not in use in the organisation.  
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Figure 17. Select a shared folder, readable by everyone, from which they can install the client version.

By default, PGP ver 6.0.2, places the customised client version in C:\PGP6.0.2ClientInstall\ which contains further six subdirectories, to ease the copy to diskettes if needed. However, it's convenient to directly place it as read only, at  it's final destination, such as a shared folder, and let the users directly install it from there. Another suggestion is to place it on the web server that is running on the certificate server. With PGP 6.5.1, the resulting client program is one big file around 8 MB. Thus its no longer possible to use diskettes for distribution removed. If diskettes are still needed, then use a program like WinZip, that can split a big file into several small files that fits into the diskettes. 

After the user has installed the customised PGPclient, he creates a keypair. Remember that he must define his key as the default keypair, in order to be able to read his own encrypted mail. The certificate is then typically sent by email to a security officer, that makes some background checking on the users identity, signs the certificate, and uploads it to a certificate server. After the user has fetched his new certificate, he is ready to start working with PGP. 

The interested user can make this experiment.

Before he generates a keypair, he retrieves some keys from the certificate server. He will note that all keys have gray icons in the Validity-column. This means that his PGP program does not trust them yet since they are not validated. 

When the user create his keypair, PGP will automatically use the created key, to automatically sign the corporations signing key. All grey marked keys will now turn to green in the validity column. This means that the keys are now considered as valid, since they are already approved by the corporation. This demonstrates that PGP automatically assigns validity to whatever key that is signed by the corporate signature key.

Space requirements.

The size of the client version on the shared folder is always around 7.3 Mb, even if you deselects as much program components as possible. However, the client version that is installed at the users computer will be smaller according to which program components that are selected for installation.

7 Configuring PGP vpn

Intro

PGP 6.5 includes VPN, Virtual Private Network. Mainly its encrypts all data in real-time, that leaves your computer. When the data information reaches another computer with PGP VPN, it is automatically decrypted. 

Technically speaking, PGP VPN Client is an IPSec secure virtual NIC client. IPSec is the Internet standard for a tunnelling protocol which encrypts data information in real time. There exists also two other common tunnelling protocols called Point-to-Point Tunnelling Protocol (PPTP) and Layer 2 Tunnelling Protocol (L2TP). However, since these are in layers above PGP VPN, all applications which utilise these two protocols will be also go through PGP VPN, and will be additionally and transparently encrypted once again by PGP VPN. 

Installing and configuring PGPnet on a server
(A more detailed explanation is in "PGP Administrator Guide" p.  57 - 61)

1) Generate a keypair for the server, and have a trusted introducer sign the server’s certificate. The trusted introducer must also sign the public keys for the users who will access the server, since the key that the remote user uses to authenticate must be considered valid on the server. Everyone who accesses the server should have the trusted introducer’s keys on their keyring. This eliminates the need to keep each user’s key on the server. 

2) Start PGPnet from the Start menu or system tray. 

3) Start PGPnet-> Status->View->Options->Authentication. And select the servers keypair, and enter the key's passphrase.

4) Go to the General tab in the option window. Click the check box next to Allow communications with unconfigured hosts. This setting lets anyone connect to the server. 

5) Do not click the check box next to Require secure communications with all hosts unless all hosts that connect to this server are running an IPSEC product. Note that you do not need to add any hosts, gateways, or subnets to your hosts list. As a server, the machine does not initiate connections, therefore you do not need to identify hosts that the server want s to connect to securely. If you would like the server to communicate only with users who can authenticate to the server as valid, check the Require secure communications with all hosts check box as well. Do not add any entries to PGPnet’s hosts list. In this case, if the server was a mail server, and it received mail that it must forward to another secure mail server outside the installation, you could create an Insecure host entry for the destination mail server. You could also cross-sign certificates using PGPkeys. In general, mail servers are not secure.

6) PGPnet is ready for use.

Installing and configuring PGPnet on a stand-alone system

1) On the client PC or mobile user, You should already have a public key signed by the trusted introducer that also signed the public key for the certificate server. The user must also sign the trusted introducers key, to make it valid. Select Options from the View menu on PGPnet’s main window. Click the Authentication tab and select your key that you will use for authentication. Enter the key’s passphrase.

2) Start PGPnet. Use the Add Host/Gateway wizard to identify your company’s server, and make an entry for that machine

3) Select Options from the View menu on the PGPnet main window. Click the General tab. To allow communications with unconfigured hosts, click the check box next to Allow communications with unconfigured hosts. To communicate only with hosts who can authenticate themselves to you, click the check box next to Require secure communications with all hosts.

Shared secret instead of Public keys.
What you use for authentication (PGP key, X.509 certificate, or shared secret) depends on what you want to communicate with. Note that if you are communicating with a server and you intend to use a shared secret for authentication, the server must have a entry for you in its PGPnet hosts list.

•A secure host is a machine running PGPnet or another IPSEC-compatible peer-to-peer capable client software (that is, software that allows hosts to communicate directly with each other). •A secure gateway is a firewall or other gateway machine that tunnels packets through it for authorized parties. In this case, authorized means the certificate or shared passphrase of the client software is configured as acceptable on the gateway. (When you use PGPnet, you can elect to communicate with a host using either your PGP certificate or a shared passphrase.)  Asecure subnet is one that has up to 254 machines behind it that are generally running PGPnet or a compatible client software. The secure subnet designation allows you or your administrator to identify a number of machines in the same IP address range that are known to be IPSEC compatible. Note that secure subnets do not have to be behind gateways. 

Preparing your own PC. 

Start PGPnet-> Status->View->Options->Authentication. And select a keypair. Use your own keypair if you are the only user of the PC. But if the computer is shared by several other persons, another method is to instead create a keypair, that identifies the computer itself, not the individual that use the computer. The drawback with a shared keypair, is that several persons must also all know the secret password for the keypair. Do the same thing on the other computer, and let a trusted introducer sign both keys, or let the both keys be signed by each other.
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Figure 18. Specify your keypair.

Exchange your hostname or IP-address with the other computer that you wish to reach. 

Give the other computer your own IP-address if you do not know, or have any hostname, by typing; IPCONFIG /ALL from the DOS commandline. One of the lines looks typically like this; IP-address 161.69.155.105

Start the PGPnet-> Hosts->Add, and start the "Add host Wizard" select the option; host, and "Allow insecure communication". 
Within closed groups, the choice "Enforce secure communication" would be used. This ensures that nothing goes out in plaintext. On the other hand, it also means that it will only be possible to communicate with other computers that also have PGP VPN.

8
Futher hints. 

Using several revocation keys.
There can be more than one designated revoker per key.  Unfortunately, the PGP Admin Wizard does not currently appear to support this, even though the PGPkeys GUI does.

PGPdisk - changing size of a volume.
Once the size of a PGPdisk volume has been decided at the creation time, there is no possibility to change its size. Instead, a new volume with the desired new size has to be created, and the content of the older volume has to be copied to the newer volume. So, if I want to increase an existing 1 Gb volume to a 2 Gb volume, then I must first have enough disk space (three Gb) available during this phase. If you don’t have enough diskspace available, you can do like this:

1) Take the whole content of the 1 Gb volume, and compress it with the self decrypting archive. 

2) Delete the 1 Gb volume, to free up diskspace.
3) Create a new volume on 2 Gb, and fill it with the content from the self decrypting archive.

The usual advice of having a fresh backup before doing this, is obvious.  A PGPdisk volume can be as big as 2 gigabyte. If there is a need for bigger space, several volumes can be created, and assigned different drive letters.

PGPdisk - benefit/drawback with its four access methods.

PGPdisk has actually four ways to access the encrypted content. By describing when a specific method is better than another, unnecessary methods can be closed.

1) The master password.

This is chosen by the person who creates a PGPdisk. It could be the end user, or the system administrator, which prepares a PGPdisk on PC:s that should be pre configured for end users to follow the corporate standard for PC:s.

One drawback by having the system administrator to use a master password to pre configure PC:s, is that he have a password which gives access to all stored information, besides the corporations PGPdisk ADK. What would happen is he quits? It is quite a work to change the master password on all PC:s that has been rolled out. And if there is an ADK in any way, the system administrators master password unnecessarily creates an extra entry point to all  encrypted information. 

Proposed solution.

Let the master password be known to the end user, perhaps by normal plaintext email. Before the end user add sensitive information in PGPdisk, he executes manually, or with a login script, the command;
'pgpdisk.exe Disablethisdisk c:\Demodisk_with_commandline.pgd'
This command, Disablethisdisk, wipes out all passphrases (even the master passphrase) except for those which are "connected" to public keys. Typically, this is the public key to user himself and the ADK. Since the master passphrase is totally removed, there is no secret to keep. The master passphrase can even be made public. 

This command is useful even if it is the user himself that creates his PGPdisk. Since we normally want to keep the amount of password to remember, to minimum, the user creates a PGPdisk with the master password, and then add his own public key so he can access the volume. Now he can use the password for his normal public key, and can thus remove the master password that he used to create the volume.

However, the master passphrase must be kept if the encrypted volume shall be shared by other persons. Only the master passphrase has the power to view the members of a group, or modify the group of persons that shall have access to the information.

2) Additional passwords - don’t use them

The holder of a master passphrase can add additional (max 7) passphrases, which gives them access to the disk. This is only useful if you -for some reason - do not want to use other persons public keys instead. The drawbacks are:
The creator of additional passwords must create a list of which password that was given to a certain person. This is too much to keep in mind, so it must be written down and stored safely. If he forgets an additional password, he has no possibility to delete or change the password in case the person that received it should no longer be considered as authorised.

The creator must also somehow in a secure manner, hand over the password to the other persons. This is difficult if they are working in different geographical areas. 

These drawback can be eliminated by instead using the public key that belongs to each individual. Therefore, I cannot se any reason for using additional passwords. But the functionality will probably remain for backward compatibility. 

3) Use Public keys instead of additional passwords.

All drawbacks with additional passwords are eliminated if those who shall share an encrypted volume has a public key. Let us list them.
No limits on amount of participants. The amount of participants with the additional passphrase method is limited to 7. But with this public key method, there can actually be how many as we like. 
No need for a secure transfer of the secret password. The holder of the master password, adds a person to the group, by simply selecting his public key. And that person just uses his normal password for his private key, in order to read the content. Thus there are no extra passwords which must be created, kept secret, or remembered. 

No doubt on  the participants identity. With the additional passphrase method, we had to create a list of who received a certain password. Now, the holder of the master password knows exactly the identity of the participants, since they are identified with their respective public key. 

Better revocation. If a user quits the job, or has his key compromised, the key will immediately be revoked, and the holder of the master password will automatically be notified through the established routines for revoked certificates. 

4a) The organisations Additional Decryption Key. 
If the corporation has enabled an ADK for PGPdisk, the ADK will always be able to read the content. It is interesting to note that the holder of the ADK has only read access. [at least if it is FAT-formatted. Double-check with NTFS] Thus he can access the information, but not modify it. If a user forgets his passphrase, it is the ADK that is supposed to recover the information as soon as possible.  This could pose a problem if there is only one ADK which covers a big geographical area. For small PGPdisks, say up to 100 MB, it is quite easy to just send it via Internet to the holder of the ADK. But for bigger PGPdisks, say 2 GB, the harddisk itself must probably be physically sent to the holder of the ADK.

If physical shipping is an unacceptable time delay, then we must consider to instead have local holders of the ADK. 

4b) Verifying the owner of a PGPdisk volume
A general thumb rule for all emergency decryption, it should be verified that the requester for  
decryption also is one of legitimate recipients for the message. The idea is to prevent that someone request 
decryption of a message that belongs to someone else. This works fine with encrypted messages, since they (after emergency-decryption) shows a list of all 
recipients. However PGPdisk do not reveal such a list of recipients after emergency-decryption. The only 
way to see which public keys that has access to the PGPdisk, is to posses the 
master password. (which the user must have forgotten, since he otherwise did not had 
to request an emergency-decryption)
The creator of the PGPdisk volume is required to encrypt his masterpassword to the ADK-key, and place it as a file, say; Masterpassword.pgp, in the root directory of the 
volume. To verify the owner of the PGPdisk, the ADK decrypts this special file; Masterpassword.pgp, 
and use this master password to list those public keys that has access to the volume. If the requester of the emergency decryption is not on that list, then the requester has to answer why he has requested a decryption on a volume which he has not been given access to. 

4c) Using ADK for remote users.
This alternative is suitable when the shipping time of a big PGPdisk volume, to the holder of the ADK creates an unacceptable delay. 

We can totally eliminate the shipping/transfer of 2 gigabyte 
of data, that a pgpdisk can hold, to the holder of the ADK. We simply require that the user sends (encrypted) the master password file, mentioned above, by email, to his local manager, who 
is responsible for storing it as a backup. 
When a emergency decryption is needed, the file is sent by the local manager with email 
to the holder of the ADK, who decrypts it, and encrypts it back to the local manager. Now, 
the masterpassword can be used to restore the whole encrypted volume.
Roll out a new configuration - a fast workaround.

If the security policy or the default setting shall be modified across the whole organisation, the manual gives no other hint than a complete reinstallation. The major drawback with this solution, is that PGP (6.0.2 & 6.5) requires a human to press <ENTER> a few times, to accept the license agreements. Thus making a silent (unattended) installation impossible. (Note, version 6.5.1 has a silent installation that works.) A work around could be to just replace the two small files where the security policy is stored;

(PGP 6.0.2) C:\Program Files\Network Associates\PGP60\PGP_Client.prf

(PGP 6.5) C:\Program Files\Network Associates\PGPNT\PGP_Client.prf
Contains binary data that defines the users preferences. It is then appended by the users name and organisation that he enters at installation time. It also contains those key servers that were added by the administrator. If for an instance, the organisation wants to change a setting in the preferences, they can just replace this single file.

The security policy is stored in; 

(PGP 6.0.2)C:\Program Files\Network Associates\PGP60\PGP_Admin.prf

(PGP 6.5) C:\Program Files\Network Associates\PGPNT\PGP_Admin.prf
(PGP 6.5.2) C:\WINNT\Profiles\All Users\Application Data\PGP\PGPadmin.dat

It contains 316 byte binary data at the beginning that reflects the security settings.  After PGPadmin.exe has been executed, the file is appended with the company name + the comment header that is attached with each created message + a block of those public keys that the administrator wants to be present in the client version that he creates. The binary data indicates which, if any, of the public keys should be used as signature, additional recovery or additional revocation key. If you wish to double check what public keys that is in the file, you must edit it, so the public key block starts at beginning of a line.

(PGP 6.0.2) For completeness, we could add that there is an undocumented configuration file in clients installers subdirectory, disk 1; C:\PGP6.0.2ClientInstall\Disk1\setup.ini. Some configuration settings can be changed by simply modifying this textfile. A '1' indicates that the option is set, and a '0' indicates that the option is not used.

The configuration file could look like this;

[Startup]

EasyInstall=1





(don’t ask any to questions to users)

InstallDir=C:\Program Files\Network Associates\PGP60
(where the installed client should be placed)

ProgramFiles=1





(three necessary minimum program files)

PGPdisk=1





(install PGPdisk)

EudoraPlugin=1





(install the plugin for this email client)

ExchangeOutlookPlugin=1



(install the plugin for this email client)

OutlookExpressPlugin=1




(install the plugin for this email client)

UserManual=1





(install the user manuals)

UninstallOld=1





(uninstall previous PGP version)

Removing unnecessary keys in a roll out

By default, some keys are always added to the enduser's local keyring, in the installed client version. Two are from NAI, and for the international version of PGP, one extra key is added from Cnlab. It would be desirable to let the system administrator choose if these key's shall be distributed or not to the client version. Otherwise, the enduser has keys that he probably never use, and just cause confusion. (In large corporation's it's the IT-departments job to install software so they are the only one's that need these keys to authenticate new software versions)

Untested hint: In a corporate roll out, there are two ways to remove these three keys from the endusers PC.
One method is to make a new public keyring, in which the IT-department has removed these three keys. That new stripped, public keyring must be used before the enduser creates his own keypair. Such a roll out sequence is thus: 

1) Install PGP on all end users PC:s.
2) Replace the public keyring which was created by the installation program, with a centrally created public keyring where these three keys has been removed.
3) Let the end user create his keypair. 


The other method is to remove the keys automatically with a BAT-file. This possibility is included the batch processing which is included in PGP 6.5.1.

Include these commands in a BAT-file which  can be executed as part of the installation.

Pgp -kr 0x9D496584
(Network Associates TNS Division Employee Key) 
Pgp -kr 0xD77B2094 
(Network Associates PGP Software Release Key)

Pgp -kr 0xDE2AB910
(CnLab Software AG, Software Release Key. Included only in the International version.)

The three keys can also be deleted or disabled by the enduser, but then we must write instructions of how they shall do it, or simply just recommend them to ignore the keys. I have not found any other easy way to remove them from the Client installation. The three keys are not in any of the two preference files (PGP*.prf) that contains the security policy.

The use of split key.

The five administrative keys can be placed in the hands of five trusted persons. Which thus can only perform their well defined task in the administration of the infrastructure. However, if an even higher security is needed, each of these private keys (actually any private key) can be shared into several parts. For example, it's possible to define that only when three out of five trusted persons join their parts together, the private key is rejoined, and is thus able to perform the task that the key is assigned to do. This would reduce the possibility for one person to misuse his power, and instead several persons must collaborate to perform an operation. This also increases the security level for how the keypairs are generated. The key generation must be made in a strictly controlled way, where every participant feel ensured that he really is the single owner of his share. The computer where the key generation is performed, and where the shares are later rejoined must be above all suspicion. This procedure is worth a chapter of it's own, and might be written when such needs arise.  
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MORE READING

Related texts (besides of the included documentation in PGP)
"The Zimmerman Telegram" includes a detailed technical description of PGPdisk [add link]

Corporate use of PGP & Key Management/recovery, Nov -98, Laszlo Baranyi
"Abstract

This paper describes the commercial version of the encryption program, PGP, and how it became available for markets outside US. It also describes what tools are available for an organisation to configure and enforce its security policy. The policy can be set within a broad range which can go from a total trust in employee's common sense (and human mistakes) up to enforcing the highest security level within a closed group of corporations. 

The management of PGP:s infrastructure can be divided into five different administrative roles, and each role can be assigned a keypair which is held by trusted person. For higher security, each such key can be further divided into several pieces to avoid a single person to misuse his power. 

A special highlight is placed upon the inner working of PGP's decentralised key recovery method. The details points out the difference between GAK, Governmental Access to Key and (in PGP's lingua), ADK, Additional Decryption Key. This is important to clarify since the question of who will hold the recovery keys are of crucial importance for sovereign countries and companies. If a company decides to install key recovery for their employees, it is the company alone that has full control of the key recovery procedure and this eliminates the need to trust an external key recovery centre."

An earlier version was of this public paper that was presented at Nordsec '98, a Nordic Security Conference in Norway, 6-7 November -98, http://www.item.ntnu.no/Nordsec98/. The published version is in the conference papers, titled "Nordsec '98 - The third Nordic Workshop on Secure IT Systems", Editor: Svein J. Knapskog, ISBN 82-993980-1-0. It has since then been further polished and updated to include the latest changes. 

Appendix A.

The Web of Trust vs. Hierarchical structure


The concept of "Web of Trust" is usually something people either love, or found highly confusing. We will try to explain it in more detail, but written explanations like this usually becomes complicated, so if the topic interests you, the best way is to play with PGP and try it out for yourself. 

PGP has three controls, which the user can set to use Web of Trust, and customise it according to his own taste.

1.) First you must check the 'Trust' column in the Views tab in PGPKeys.exe, to make PGP displays the trust you will assign to different keys. 

2.) "Display marginally validity level " Usually, a key is either valid, or not. PGP uses a green circle to indicate a valid key, and a grey circle to indicate an invalid key. But if this option is checked, PGP can also show marginally valid keys by using bars; 
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3.) "Treat Marginally valid keys as invalid". Shall PGP treat a marginally valid key as valid or not? If this box is checked, then a marginal valid key is treated as invalid. Just to be on the safe side. If this box is unchecked, then you are a bit more relaxed on your security level.

Basically, the trust column is where I set my confidence in how well a keyowners judgement is when he signs others keys. If I don’t trust his judgement at all, I don’t have to do anything. PGP automatically assign the level "untrusted" until I increase it to "marginally trusted" or "fully trusted"

The screenshot below shows the two different trust models besides each other, and they seem to be in contradiction. The filled bar in the validity column indicate that the keys are valid, while the empty bar in the trust column says that the keys are untrusted. What shall we believe ? Actually both are correct. 
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Figure 18. Two trust models shown besides each other gives the impression of a contradiction.

For corporate use, a key is valid as soon as it is signed by a trusted person (=introducer). This is here indicated by filled or empty bar. In this list it is the "Network Associates TNS Division Employee Key Certification Key" that has certified all individuals' that are employed by NAI. To see the individuals that are certified as employees, the user (in this case me, Laszlo) must first sign NAI's employee key, to indicate that I trust the certificates made by that key. The logical chain of trust, is then that I trust that NAI's signing key has properly certified it's own employee's. And thus they are marked as valid employees with a filled bar. 

The column to the right, labelled "trust", represents another way of assigning trust. It's called "the web of trust". Its more complicated to understand for users, but on the other hand, it does not require an infrastructure, or any central control.  

In this model, it's not someone that above my head decides who I shall trust as a valid person or not. Instead, it’s the user himself that assigns his own level of trust to an owner of a key. The three trust levels are; fully trusted, marginally trusted, or not trusted at all. Whenever a key is imported, it is by default marked as untrusted with a grey empty rectangle. That is what we se in the screen shot above. This trust model has it has it's prime use within a group of friends that more or less know each other. Those who know each other, sign each others keys, and thus keys become valid through an indirect transfer of trust. 
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Figure 19. The Web of trust concept which shows a marginally valid key.

I (Laszlo) has signed the keys to Alice and Bob since I know them as valid persons, which is indicated by filled circle. But I don’t trust their judgements fully, so I have cautiously only assigned Bob my marginal trust to sign others keys. This marginal trust is represented by a half filled rectangular. One day, I get a mail from a certain Charlie, who I have never met before. Since Bob knows Charlie and have signed his key. Thus, PGP interprets this as; if one person (Bob) which has my marginal trust, has signed a Charlie's key,, then he could be considered as an almost real existing person. But not quite, only marginally. Although, PGP considers Charlie as valid person, I might not trust Charlie's ability to sign others keys. The empty rectangle for Charlie means that although he signs others keys, I do not consider Charlie's signature as trustworthy. 

More reading.
* "How does PGP keep track of which keys are valid?" in PGP's User's Guide, at;

C:\Program Files\Network Associates\PGP60\Documentation\PGPWinUsersGuide.pdf (PGP 6.0.2) and 
* "An Introduction to Cryptography", page 24, the chapter titled; Trust models in

C:\Program Files\Network Associates\PGP60\Documentation\IntroToCrypto.pdf

* You can also experiment with the sample keys and the describing text which is included with PGP at; 

C:\Program Files\Network Associates\PGP60\Sample Keys\

Appendix B. 
Commandline usage for PGPdisk (6.02 + 6.5.1)
Application Note, 1 June -99, laszlo_baranyi@nai.com
Introduction
There are 18 undocumented commandline switches allows an administrator to invoke some PGPdisk operations to automate his work, stress a system for functional tests and measure performance. Also  useful in scripts like login/logout scripts. More switches are required to perform a fully automatic operation, but they could not be found in the source code, and might perhaps not even exist yet. Since these switches are undocumented, it can not be guarantied that they will exist in future versions. The batch processing in PGP 6.5.1 has additional switches for other tasks that might also be of interest.

To the developer's; Add more switches that allows the system administrator to predefine answers instead of writing instructions to the endusers.

The most useful switch is perhaps "unmountall" which could be placed in a logout script to close (=unmount) all PGPdisk's. Note also the switch 'disableallmount' which allows a system operator to create a predefined volume, for a big scale roll out, with a widely known passphrase. This switch removes the widely known passphrase, and allows the user to enter his own, prior to usage.

Mounting a volume from a webreader. At the end are some skeleton BAT-file, which performs a few operations. It is also shown how a PGPdisk volume can be mounted by clicking on a link from webreader.

No errorlevels. When PGPdisk is called in this way, it never returns an errorlevel. Instead, if something fails, the GUI shows a screen, which explains what happened, and after confirming the message by <ENTER>, PGPdisk is satisfied, and returns to DOS without an errorlevel.

Reference; These commands was found in the source code files; CommonStrings.h, (a C Header File) and in CommonStrings.cpp (a C++ Source File)

The options - overview
The operations can be performed from a DOS window, or Windows "Start -> Run" meny, The commands are not case sensitive. A summary.

-m Shows an incomplete list of  13 switches. 

PGPdisk management

Create a PGPdisk 

Unmount a specified PGPdisk volume

Unmountall Unmounts all existing PGPdisk volumes.

Pgpdisk shows the graphical interface for PGPdisk.

Prefs invokes the preference selection

About shows details about PGPdisk

Mount a volume with PGPdisk

Open a volume with PGPdisk (close to 'mount')
Help Windows program that shows the documentation for PGPdisk 

Globalconvert Convert older volumes to a more secure format

Silent mode So silent that I cant figure out what it's doing.
Master Password management 

Disablehistdisk deletes master and alternative passphrases (execpt public key's) for a specified volume

Disableallmounted as above, but for all volumes

Changepass Change the master password.

Alternate password management

Removepass Delete one alternate passphrase

Removealts Delete all alternate passphrase
Addpasss Add one alternate passphrase
Public key management

Addrempubkeys Add public keys that can access the volume

The options in detail 

-m

Typing 'PGPdisk -m' lists 13 available commands, but there exists three more; Globalconvert, disablehistdisk, and disableallmounted
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Create. 
Commandline; Pgpdisk.exe create c:\Demodisk_with_commandline.pgd

Invokes the PGP Wizard and uses the specified path and filename. If no path or filename are specified the default filename will be "New PGPdisk.pgd" in the root directory. 

The user has to enter desired filesize, driveletter, and filessystem. 

To the developers; It would be nice to be able to specify on the commandline; filesize, driveletter, and filesystem (=FAT or NTFS)

[image: image30.png]Are you sure you wank 0 remave all passphrases fiom this PGPCK? I you choose 'Yes',anl the master passphrase wil
be able o mount this PGPclsk.

] o |





Unmount
Commandline; 'pgpdisk.exe unmount c:\Demodisk_with_commandline.pgd'

Unmount a specified encrypted drive, by referring to its corresponding filename. Note that if the encrypted drive is in use by any application, the unmount will fail. A typical trap, is when the encrypted drive is viewed by the application explorer. No output, or verification is shown on the screen. 

If the unmount command is given, when no disk is mounted, the following message box will be displayed.
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Unmountall
Commandline; 'pgpdisk.exe unmountall', will unmount all disks that are currently mounted. Thus it is now need for specifying their corresponding filenames. Useful in logout scripts' so all encrypted drive are properly closed. No output, or verification is shown on the screen.

Pgpdisk
Commandline; 'pgpdisk.exe' alone, will invoke the graphical user interface for PGPdisk.
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Prefs
Commandline; 'pgpdisk.exe prefs' will invoke the graphical user interface for the preferences for PGPdisk.
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About
Commandline; 'pgpdisk.exe about' will invoke the information about PGPdisk. Limited usage. Could perhaps be used to quickly find out the installed version of PGP. 
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Mount
Commandline;  'pgpdisk.exe mount c:\Demodisk_with_commandline.pgd' mounts a specified volume, by referring to it's filename. The user is then requested to enter his passphrase.

Note the close relation to the 'open' - command.
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Open
Commandline;  'pgpdisk.exe open c:\Demodisk_with_commandline.pgd' 

If the volume is already mounted, Windows file-explorer is invoked to view the mounted volume which is specified by the corresponding filename. If the volume is not already mounted, this 'open'-command behaves like the 'mount' - command. 

Rephrased; If this command is given twice, it will mount the volume first, and the second time, it will invoke the file-explorer. 

Help
Commandline;  'pgpdisk.exe help' invokes Windows built-in program to view the online help for PGPdisk.
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Globalconvert
Commandline;  'pgpdisk.exe globalconvert '

Invokes "PGPdisk Global Conversion Wizard". Scans the whole harddisk for older (prior to version 6.0.2) PGPdisk's, which had a security flaw, and converts them to a new secure format.
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Silent mode
The option -s  used for "silent mode", is not tried out fully. It seems to not do nothing.

Password management
Note; A volume must be unmounted before adding, changing or removing a passphrase or public key

Some definitions;
A Master passphrase is the one which is given when the volume first is created.  The owner of the master passphrase, can administrate (=add, change, remove) up to seven alternate passphrases, one for each participants in a group.
The master passphrase is managed by the commands; Disablethisdisk, Disableallmounted and Changepass.
The alternate passphrases are managed by the commands; Removepass, removealts and addpass. 

Disablethisdisk
Commandline;  'pgpdisk.exe Disablethisdisk c:\Demodisk_with_commandline.pgd'
Wipes out all passphrases (even the master passphrase) except for those which are "connected" to the users public key.

Useful if the system administrator creates volumes centrally, with a widely known passphrase. With this command, the widely known passphrase is wiped out, and the user alone have access. To verify; double check that if there is an ADK, it will remain, since it is a public key.
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Disableallmounted 
Same functionality as in 'disablethisdisk', (se above) but this command affects all volumes. 
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Changepass

Commandline;  'pgpdisk.exe c:\Demodisk_with_commandline.pgd changepass'

Change the master passphrase.

[image: image40.png]47 PGPkeys
Fle Edt View Keys Server Groups Help

[_[CIx]

Zxdygoxzer sd

Kl |

Vaidly | _ADK_[KeyD [ =
Willam B Schwelzer <nschwell@aiamco com sa> @ o tawoss
illams, doe <s_wiliams(@nsi com> @ @ oo

20 Testcetsrverqaifo se <esdo_barayinsicom> @ o oo

20 Test Corporae Fevocalion Key <hip:/poicy ceiservercomparys.. @ @ DA3BFOADG

20 Test Corporate Signing Key <hlp poicycatserver compary.com @ @ MIEZ4Ad02

20 Test InMal Recovey Key <hlip:/ipolcy comservercompery.com> @ @ D46IDBS3A
20 Test ut M Recovey Key <hip://poly.cetiserver.comparycom> @ @ D4EGSDDC

. "

1 keyls) selected





Addpass

Commandline;  'pgpdisk.exe c:\Demodisk_with_commandline.pgd addpass'

Allows the holder of the master password, to add an additional passphrase. (max seven alternative passwords are allowed) 
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Removepass

Commandline;  'pgpdisk.exe c:\Demodisk_with_commandline.pgd removepass'

Removes one, and only one, alternate passphrase from a PGPdisk. To remove all alternate passphrases, use the command; 'removelts' instead.


Removealts

Commandline;  'pgpdisk.exe c:\Demodisk_with_commandline.pgd removealts'

Removes all alternate passphrases. (there can be seven as maximum)

"Are you sure you want to remove all passphrases from this PGPdisk? If you choose 'Yes', only the master passphrase will be able to mount this PGPdisk."


Addrempubkeys

Commandline;  'pgpdisk.exe c:\Demodisk_with_commandline.pgd addrempubkeys'

Allows the holder of the master password to add and remove public keys to access to volume. General hint; the use of public keys are preferred instead of alternate passphrases because:

Alternate pass phrases are limited to 7 other persons in the group, while there can be unlimited amount of public keys for accessing the volume. 

The administrator does not have to know, or make a secure transfer of a passphrase to a participant which has a Public key. 

A note on ADK's for PGPdisk.
Keys which has been generated with ADK for PGPdisk, will automatically include that ADK in the participant list. But participating  keys which are generated without an ADK for PGPdisk is treated in an undocumented way;

The PGPdisk application will include its configured ADK, even if none of the participants keys are created for use with PGPdisk. This allows PGPkeys without any ADK for PGPdisk to make use of ADK. (no need to generate a new key if ADK for PGPdisk is desired)

This means that the ADK for PGPdisk is independent of the users public key. Instead, it is the PGPdisk application which attaches its ADK to any volume it creates. In the figure below, we have two individuals that can acsess the volume. Mikael and his ADK, and Toralv with his ADK. The third ADK; "Z0 Test PGPdisk Recovery Key", is the one that was configured when the PGPclient was created. This ADK is marked with a lock icon.


Example 1. A BAT-file to manage PGPdisk

rem This BAT-file was used in an experiment where we sniffed the traffic between a client
rem and a PGPdisk on a fileserver. 
:
rem For questions, contact Laszlo_baranyi@nai.com, 21 April -99
:
rem ---- the sniffer recording was turned on here ----
Rem BAT-file to test how PGPdisk is encrypting it communication with a 
rem fileserver.
:
C:
CD \Program Files\Network Associates\PGP60\
:
rem Create an physical file, (on my network drive; O:) on a fileserver
pgpdisk.exe create O:\
:
pause
:
rem Write a textfile to the volume. Note that the locical volume now has it's 
rem own driveletter; L:
copy testin.txt L:\
:
pause
:
rem make a read from the volume
type L:\testin.txt
:
pause
:
rem make yet another write to the volume, by appending an email address to
rem the end of the textfile.
echo laszlo_baranyi@nai.com >>L:\testin.txt
:
rem --- the sniffer was turned off here ---

Example 2. BAT-file mounts a PGPdiskvolume. 

rem in order to open a PGPdisk volume from a webreader, one must go via a BAT-file, so
rem arguments (=what we want to do) can be sent to the PGPdisk.exe.

rem DOS do not always like long filenames, so this way of describing the pathname is a way 
rem for a work around
C:\Progra~1\Networ~1\PGP60\pgpdisk.exe open c:\demodisk_with_commandline.pgd

Example 3. This HTML code mounts a PGPdisk volume.

<HTML>
<HEAD>
</HEAD>
<P>Execute PGPdisk.exe with a <A HREF="open PGPdisk.bat">BAT-file</A> and select "run" when prompted by the webreader, in order to open the PGPdiskvolme</P></BODY>
</HTML>

--- end of appendix B, commandline usage of PGPdisk ---

Remains; 
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